HIPAA TRAINING
What is HIPAA?

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a federal law that requires the
creation of national standards to protect sensitive patient health information from being disclosed without the
patient’s consent or knowledge. HIPAA contains Privacy, Security, and Breach Notification Rules. HIPAA also
gives patients the rights to their own health information. It establishes standards for protected health
information (PHI) held by covered entities, which include health plans, health care clearinghouses, and
healthcare providers, as well as their business associates. The HHS Office for Civil Rights (OCR) has
responsibility for implementing and enforcing HIPAA Rules with respect to voluntary compliance activities and
civil money penalties.

Privacy Rule

The HIPAA Privacy Rule established a set of national standards for the protection of certain health

information. The U.S. Department of Health and Human Services (HHS) issued the Privacy Rule to implement
the requirements of HIPAA. The Privacy Rule standards address the use and disclosure of individuals’ health
information - called “protected health information” (PHI) by organizations subject to the Privacy Rule - called
“covered entities,” as well as standards for individuals’ privacy rights to understand and control how their health
information is used. The Privacy Rule also gives patients the right to examine and get a copy of their medical
records and to request corrections.

A major goal of the Privacy Rule is to assure that individuals’ health information is properly protected while
allowing the flow of health information needed to provide and promote high quality health care and to protect
the public’s health and well-being. The Rule strikes a balance that permits important uses of information, while
protecting the privacy of people who seek care and healing.

Security Rule

The HIPAA Security Rule established a national set of security standards for protecting certain health
information that is held or transferred in electronic form. It operationalized the protections contained in the
Privacy Rule by addressing the technical and non-technical safeguards that covered entities must put in place

to secure individuals’ “electronic protected health information” (ePHI). These safeguards must be used to
protect the confidentiality, integrity, and availability of electronic protected health information (ePHI).

The Security Rule requires the development of reasonable and appropriate security policies. Security risks
must be analyzed, and appropriate solutions must be created. Security measures should always be reviewed
and modified in order to continue protecting PHI in an ever-changing environment. Under the Security Rule,
covered entities must:

o Ensure the confidentiality, integrity, and availability of all PHI they create, receive, maintain, or transmit.
o |dentify and protect against threats to ePHI security or integrity.
o Protect against impermissible uses or disclosures
e Ensure employee compliance
HITECH Act

The Health Information Technology for Economic and Clinical Health (HITECH) Act addressed the privacy and
security concerns associated with the electronic transmission of health information, in part, through several
provisions that strengthen the civil and criminal enforcement of the HIPAA rules.



Final Omnibus Rule

The Final Omnibus Rule implemented a number of provisions of the HITECH Act to strengthen the privacy and
security protections for health information established under HIPAA.

Breach Notification Rule

The HIPAA Breach Notification Rule requires covered entities to notify affected individuals, HHS, and, in some
cases, the media of a breach of unsecured PHI. A breach is an unpermitted use or disclosure under the
Privacy Rule that compromises the security or privacy of PHI. The unpermitted use or disclosure of PHI is a
breach unless there is a low probability the PHI has been compromised, based on a risk assessment of:

e The nature and extent of the PHI involved, including types of identifiers and the likelihood of re-
identification

e The unauthorized person who used the PHI or received the disclosed PHI

¢ Whether an individual acquired or viewed the PHI

e The extent to which you reduced the PHI risk

The authorities must be notified of most breaches without reasonable delay and no later than 60 days after
discovering the breach. Notifications of smaller breaches affecting less than 500 individuals must be submitted
to HHS annually. Business associates are required to notify a covered entity of breaches at or by the
business associate.

Who Must Comply with HIPAA Rules?

Covered entities and business associates must follow HIPAA rules.

Covered entities that must follow HIPAA standards and requirements include:

Health Plan - Any individual or group plan that provides or pays the cost of health care.

Health Care Provider - Any provider of medical or other health care services or supplies that transmits any
health information in electronic form in connection with a transaction for which HHS has adopted a standard.

Health Care Clearinghouse - A public or private entity that processes another entity’s health care transactions
from a standard format to a non-standard format, or vice versa.

Business Associate - A person or organization, other than a workforce member of a covered entity, that
performs functions on behalf of or provides services to a covered entity that involve PHI access. Business
associates also include subcontractors responsible for creating, receiving, maintaining, or transmitting PHI on
behalf of another business associate. Business associates provide services to covered entities that include
accreditation, billing, claims processing, consulting, data analysis, financial services, legal services,
management administration, or utilization review. A covered entity can be a business associate of another
covered entity.

Business Associate Contract - If you work with a business associate, a written contract or other arrangement
between you must detail PHI uses and disclosures the business associate may make. It must also require that
the business associate protect PHI.

What Information is Protected

Protected Health Information (PHI): The Privacy Rule protects PHI held or transmitted by a covered entity or its
business associate, in any form, whether electronic, paper, or verbal. PHI includes information about:

e Common identifiers, such as name, address, birth date, and social security number
e The individual's past, present or future physical or mental health or condition



e The provision of health care to the individual, or
e The past, present, or future payment for the provision of health care to the individual

Sharing Information with Other Health Care Professionals
To coordinate your patient’s care with other providers, the Privacy Rule allows you to:

o Share information with doctors, hospitals, and ambulances for treatment, payment, and health care
operations, even without a signed consent form from the patient

o Share information about an incapacitated patient if you believe it is in their best interest

e Use email, phone, or fax machines to communicate with other health care professionals and with
patients, as long as safeguards are used

e Use health information for research purposes

Sharing Patient Information with Family Members & Others
Unless a patient objects, the Privacy Rule allows you to:

e Give information to a patient’s family, friends, or anyone else identified by the patient as involved in
their care

e Give information about the patient’s general condition or location to a patient’s family member or
anyone responsible for their care

Incidental Disclosures

While the HIPAA Privacy Rule requires companies to have policies to protect and limit how PHI is used and
disclosed, it doesn’t guarantee the privacy of PHI against all risks. Sometimes limited disclosures cannot be
reasonably prevented. These incidental disclosures are not considered a HIPAA violation as long as the
required reasonable safeguards are followed.

Securing Health Information When Using a Mobile Device

Use a password or other user authentication

Install and enable encryption

Install and activate remote wiping or remove disabling

Disable and don't install or use file sharing applications

Install and enable a firewall

Install and enable security software

Keep security software up to date

Research mobile applications before downloading

Maintain physical control

Use adequate security to send or receive health information over public Wi-Fi networks
Delete all stored health information before discarding or reusing the mobile device

General Principle for Uses and Disclosures

Basic Principle: A major purpose of the Privacy Rule is to define and limit the circumstances in which an
individual’s PHI may be used or disclosed by covered entities. A covered entity may not use or disclose PHI,
except either:

e as the Privacy Rule permits or requires; or
e as the individual who is the subject of the information (or the individual’s personal representative)
authorizes in writing.



Required Disclosures: A covered entity must disclose PHI in only two situations:

e toindividuals (or their personal representatives) specifically when they request access to, or an
accounting of disclosures of, their protected health information; and
e to HHS when it is undertaking a compliance investigation or review or enforcement action.

Permitted Uses and Disclosures

A covered entity is permitted, but not required, to use and disclose PHI, without an individual's authorization,
for the following purposes or situations:

Disclosure to the individual

Treatment, payment, and health care operations

Opportunity to agree or object to the disclosure of PHI

Incident to an otherwise permitted use and disclosure

Public interest and benefit activities

Limited data set for research, public health, or health care operations.

Covered entities may rely on professional ethics and best judgments in deciding which of these permissive
uses and disclosures to make.

Authorized Uses and Disclosures

A covered entity must obtain the individual's written authorization for any use or disclosure of PHI that is not for
treatment, payment or health care operations or otherwise permitted or required by the Privacy Rule.

An authorization must be written in specific terms. It may allow use and disclosure of PHI by the covered entity
seeking the authorization, or by a third party. Examples of disclosures that would require an individual’s
authorization include disclosures to a life insurer for coverage purposes, disclosures to an employer of the
results of a pre-employment physical or lab test, or disclosures to a pharmaceutical firm for their own marketing
purposes.

All authorizations must be in plain language, and contain specific information regarding the information to be
disclosed or used, the person(s) disclosing and receiving the information, expiration, right to revoke in writing,
and other data.

Limiting Uses and Disclosures to the Minimum Necessary

Minimum Necessary: A central aspect of the Privacy Rule is the principle of “minimum necessary” use and
disclosure. A covered entity must make reasonable efforts to use, disclose, and request only the minimum
amount of PHI needed to accomplish the intended purpose of the use, disclosure, or request. A covered entity
must develop and implement policies and procedures to reasonably limit uses and disclosures to the minimum
necessary. When the minimum necessary standard applies to a use or disclosure, a covered entity may not
use, disclose, or request the entire medical record for a particular purpose, unless it can specifically justify the
whole record as the amount reasonably needed for the purpose.

The minimum necessary requirement is not imposed in any of the following circumstances:

o disclosure to or a request by a health care provider for treatment;

o disclosure to an individual who is the subject of the information, or the individual's personal
representative;

use or disclosure made pursuant to an authorization;

disclosure to HHS for complaint investigation, compliance review or enforcement;

use or disclosure that is required by law; or

use or disclosure required for compliance with other HIPAA rules.



Access and Uses: For internal uses, a covered entity must develop and implement policies and procedures
that restrict access and uses of PHI based on the specific roles of the members of their workforce. These
policies and procedures must identify the persons, or classes of persons, in the workforce who need access to
PHI to carry out their duties, the categories of PHI to which access is needed, and any conditions under which
they need the information to do their jobs.

Notice and Other Individual Rights

Privacy Practices Notice: Each covered entity, with certain exceptions, must provide a notice of its privacy
practices. The Privacy Rule requires that the notice contain certain elements. The notice must describe the
ways in which the covered entity may use and disclose PHI. The notice must state the covered entity’s duties
to protect privacy, provide a notice of privacy practices, and abide by the terms of the current notice. The
notice must describe individuals’ rights, including the right to complain to HHS and to the covered entity if they
believe their privacy rights have been violated. The notice must include a point of contact for further
information and for making complaints to the covered entity. Covered entities must act in accordance with their
notices. The Rule also contains specific distribution requirements for direct treatment providers, all other
health care providers, and health plans.

Notice Distribution. A covered health care provider with a direct treatment relationship with individuals must
have delivered a privacy practices notice to patients as follows:

o Not later than the first service encounter by personal delivery (for patient visits), by automatic and
contemporaneous electronic response (for electronic service delivery), and by prompt mailing (for
telephonic service delivery);

e By posting the notice at each service delivery site in a clear and prominent place where people seeking
service may reasonably be expected to be able to read the notice; and

e In emergency treatment situations, the provider must furnish its notice as soon as practicable after the
emergency abates.

Covered entities, whether direct treatment providers, indirect treatment providers, or health plans must supply
notice to anyone on request. A covered entity must also make its notice electronically available on any website
it maintains for customer service or benefits information.

Acknowledgement of Notice Receipt: A covered health care provider with a direct treatment relationship with
individuals must make a good faith effort to obtain written acknowledgement from patients of receipt of the
privacy practices notice. The Privacy Rule does not prescribe any particular content for the
acknowledgement. The provider must document the reason for any failure to obtain the patient’s written
acknowledgement. The provider is relieved of the need to request acknowledgement in an emergency
treatment situation.

Access: Except in certain circumstances, individuals have the right to review and obtain a copy of their PHI in a
covered entity’s designated record set. The "designated record set" is that group of records maintained by or
for a covered entity that is used, in whole or part, to make decisions about individuals, or that is a provider’s
medical and billing records about individuals or a health plan’s enroliment, payment, claims adjudication, and
case or medical management record systems.

Amendment: The Rule gives individuals the right to have covered entities amend their PHI in a designated
record set when that information is inaccurate or incomplete. If a covered entity accepts an amendment
request, it must make reasonable efforts to provide the amendment to persons that the individual has identified
as needing it, and to persons that the covered entity knows might rely on the information to the individual’s
detriment. If the request is denied, covered entities must provide the individual with a written denial and allow
the individual to submit a statement of disagreement for inclusion in the record. The Rule specifies processes
for requesting and responding to a request for amendment. A covered entity must amend PHI in its designated
record set upon receipt of notice to amend from another covered entity.



Restriction Request: Individuals have the right to request that a covered entity restrict use or disclosure of PHI
for treatment, payment or health care operations, disclosure to persons involved in the individual’s health care
or payment for health care, or disclosure to notify family members or others about the individual's general
condition, location, or death. A covered entity is under no obligation to agree to requests for restrictions. A
covered entity that does agree must comply with the agreed restrictions, except for purposes of treating the
individual in a medical emergency.

Confidential Communications Requirements: Health plans and covered health care providers must permit
individuals to request an alternative means or location for receiving communications of PHI by means other
than those that the covered entity typically employs. For example, an individual may request that the provider
communicate with the individual through a designated address or phone number.

Health plans must accommodate reasonable requests if the individual indicates that the disclosure of all or part
of the PHI could endanger the individual. The health plan may not question the individual’s statement of
endangerment. Any covered entity may condition compliance with a confidential communication request on
the individual specifying an alternative address or method of contact and explaining how any payment will be
handled.

Administrative Requirements

Privacy Policies and Procedures: A covered entity must develop and implement written privacy policies and
procedures that are consistent with the Privacy Rule.

Privacy Personnel: A covered entity must designate a privacy official responsible for developing and
implementing its privacy policies and procedures, and a contact person or contact office responsible for
receiving complaints and providing individuals with information on the covered entity’s privacy practices.

Workforce Training and Management: Workforce members include employees, volunteers, trainees, and may
also include other persons whose conduct is under the direct control of the entity (whether or not they are paid
by the entity). A covered entity must train all workforce members on its privacy policies and procedures, as
necessary and appropriate for them to carry out their functions. A covered entity must have and apply
appropriate sanctions against workforce members who violate its privacy policies and procedures or the
Privacy Rule.

Mitigation: A covered entity must mitigate, to the extent practicable, any harmful effect it learns was caused by
use or disclosure of protected health information by its workforce or its business associates in violation of its
privacy policies and procedures or the Privacy Rule.

Data Safequards: A covered entity must maintain reasonable and appropriate administrative, technical, and
physical safeguards to prevent intentional or unintentional use or disclosure of PHI in violation of the Privacy
Rule and to limit its incidental use and disclosure pursuant to otherwise permitted or required use or
disclosure. For example, such safeguards might include shredding documents containing PHI before
discarding them, securing medical records with lock and key or passcode and limiting access to keys or pass
codes.

Compilaints: A covered entity must have procedures for individuals to complain about its compliance with its
privacy policies and procedures and the Privacy Rule. The covered entity must explain those procedures in its
privacy practices notice.

Among other things, the covered entity must identify to whom individuals can submit complaints to at the
covered entity and advise that complaints also can be submitted to the Secretary of HHS.

Retaliation and Waiver: A covered entity may not retaliate against a person for exercising rights provided by
the Privacy Rule, for assisting in an investigation by HHS or another appropriate authority, or for opposing an
act or practice that the person believes in good faith violates the Privacy Rule. A covered entity may not




require an individual to waive any right under the Privacy Rule as a condition for obtaining treatment, payment,
and enrollment or benefits eligibility.

Documentation and Record Retention: A covered entity must maintain, until six years after the later of the date
of their creation or last effective date, its privacy policies and procedures, its privacy practices notices,
disposition of complaints, and other actions, activities, and designations that the Privacy Rule requires to be
documented.

Personal Representatives and Minors

Personal Representatives: The Privacy Rule requires a covered entity to treat a "personal representative" the
same as the individual, with respect to uses and disclosures of the individual’s PHI, as well as the individual’s
rights under the Rule. A personal representative is a person legally authorized to make health care decisions
on an individual’s behalf or to act for a deceased individual or the estate. The Privacy Rule permits an
exception when a covered entity has a reasonable belief that the personal representative may be abusing or
neglecting the individual, or that treating the person as the personal representative could otherwise endanger
the individual.

Special Case: Minors: In most cases, parents are the personal representatives for their minor

children. Therefore, in most cases, parents can exercise individual rights, such as access to the medical
record, on behalf of their minor children. In certain exceptional cases, the parent is not considered the
personal representative. In these situations, the Privacy Rule defers to State and other law to determine the
rights of parents to access and control the protected health information of their minor children. If State and
other law is silent concerning parental access to the minor’s PHI, a covered entity has discretion to provide or
deny a parent access to the minor’s PHI, provided the decision is made by a licensed healthcare professional
in the exercise of professional judgment.

Enforcement and Penalties for Noncompliance

The HHS Office for Civil Rights (OCR) enforces the HIPAA Privacy, Security, and Breach Notification
Rules. Violations may result in civil monetary penalties. In some cases, U.S. Department of Justice enforced
criminal penalties may apply. Common violations include:

Unpermitted PHI use and disclosure

Use or disclosure of more than the minimum necessary PHI
Lack of PHI safeguards

Lack of administrative, technical, or physical ePHI safeguards
Lack of individuals’ access to their PHI

Civil Money Penalties: HHS may impose civil money penalties on a covered entity of $100 per failure to comply
with a Privacy Rule requirement. That penalty may not exceed $25,000 per year for multiple violations of the
identical Privacy Rule requirement in a calendar year. HHS may not impose a civil money penalty under
specific circumstances, such as when a violation is due to reasonable cause and did not involve willful neglect
and the covered entity corrected the violation within 30 days of when it knew or should have known of the
violation.

Criminal Penalties: A person who knowingly obtains or discloses individually identifiable health information in
violation of HIPAA faces a fine of $50,000 and up to one-year imprisonment. The criminal penalties increase
to $100,000 and up to five years imprisonment if the wrongful conduct involves false pretenses, and to
$250,000 and up to ten years imprisonment if the wrongful conduct involves the intent to sell, transfer, or use
identifiable health information for commercial advantage, personal gain or malicious harm. Criminal sanctions
will be enforced by the Department of Justice.




